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[bookmark: _GoBack][bookmark: _Hlk22746801]
Terms of Reference for Fraud-related Engagement/Forensic Audit of [grant number]


1. [bookmark: _Toc20832895][bookmark: _Toc20832729][bookmark: _Toc20832563][bookmark: _Toc20832397][bookmark: _Toc20832231][bookmark: _Toc818393][bookmark: _Toc27401830]Program background, audit structure and description of entities
0. [bookmark: _Toc20832896][bookmark: _Toc20832730][bookmark: _Toc20832564][bookmark: _Toc20832398][bookmark: _Toc20832232][bookmark: _Toc27401831][bookmark: _Toc818394]Program Background: [to be completed by the Principal Recipient. 
[bookmark: _Toc20832897][bookmark: _Toc20832731][bookmark: _Toc20832565][bookmark: _Toc20832399][bookmark: _Toc20832233][bookmark: _Toc27401501][bookmark: _Toc27401832][If the audit if for all grants in the country, then this section should provide the description of all grants] 
1. [bookmark: _Hlk22746762]The Principal Recipient should include a brief background on the grant including its main objectives and activities.  Reference may be made to grant confirmation. 
1. The Principal Recipient should describe any key information about the grant amount and implementation cycle which is important to understand the scope of the audit.  For example, the phase of the grant, the total amount committed, any changes to the structure of the grant, e.g. consolidation with another grant, amount budgeted for the year of audit and amount disbursed by the Global Fund to the Principal Recipient and from the Principal Recipient to the Sub-recipients.
0. [bookmark: _Toc20832898][bookmark: _Toc20832732][bookmark: _Toc20832566][bookmark: _Toc20832400][bookmark: _Toc20832234][bookmark: _Toc818395][bookmark: _Toc27401833]Program Entities and audit approach: [to be completed by the Principal Recipient] 
1. The Principal Recipient should describe the nature of the audit and how it is categorized, explaining any agreed exceptions.  The Principal Recipient should tabulate all entities covered by the audit including entity name, legal status, audit scope, main activities funded and amount of expenditure in the reporting period and any other pertinent information that should be brought to the attention of the auditor.  

1. [bookmark: _Toc20832899][bookmark: _Toc20832733][bookmark: _Toc20832567][bookmark: _Toc20832401][bookmark: _Toc20832235][bookmark: _Toc818396][bookmark: _Toc27401834]Contacts [to be provided confidentially to the auditor]: 
1. The Principal Recipient shall provide a list of important contacts for the conduct of the audit including their full contact details.  This should include at a minimum: Principal Recipient Chief Executive and Chief Finance Executive, Program Manager, Grant Finance Manager, Sub-recipient Chief Executives, Program Managers and key finance contacts.

1. [bookmark: _Toc20832900][bookmark: _Toc20832734][bookmark: _Toc20832568][bookmark: _Toc20832402][bookmark: _Toc20832236][bookmark: _Toc818397][bookmark: _Toc27401835]Objectives of the Audit
· Assess whether the implementing entities (Principal Recipient or/and selected Sub-recipients) have adequate fraud prevention and detection control mechanisms;
· Whether these controls operate effectively 
· [In case of suspicion of fraud, the country team/ Principal Recipient should include a specific objective for the assignment e.g. assess the cash management process and related allegations in the audit complementary letter dated [insert date] for confirmation and determination of the possible amount of loss]
· Provide specific recommendations to the Principal Recipient [The Global Fund] on effective anti-fraud procedures and controls
1. [bookmark: _Toc20832901][bookmark: _Toc20832735][bookmark: _Toc20832569][bookmark: _Toc20832403][bookmark: _Toc20832237][bookmark: _Toc818398][bookmark: _Toc27401836]Principal Recipient responsibilities
1. [bookmark: _Hlk22802512]The Principal Recipient should ensure that the auditor should have timely, full and unrestricted access at any time to all records and documents (including accounting records, contracts, minutes of meetings, bank records, invoices etc.), to employees of the Principal Recipient and sub-recipients, and to the Principal Recipient and sub-recipient locations insofar as this is possible and relevant to the assignment. The auditors should also be granted full access to other entities that do not appear in the Summary Budget, but that received funds from the grant for implementation (Not service provider[footnoteRef:1]). The auditor may request the Entity to get access to banks (e.g. to request a bank confirmation), consultants and other persons or firms engaged by the Entities. [1:  This might not apply to UN entities depending on their respective framework agreement ] 


1. [bookmark: _Toc20832902][bookmark: _Toc20832736][bookmark: _Toc20832570][bookmark: _Toc20832404][bookmark: _Toc20832238][bookmark: _Toc818399][bookmark: _Toc27401837]Standards 
1. The auditor will perform this fraud related/ forensic audit in accordance with the following standards:
· International Standard on Related Services (ISRS) 4400 Engagements to perform Agreed-upon Procedures regarding Financial Information of the International Federation of Accountants (IFAC);
· The above standard is a subset of the International Standard on Quality Control (ISQC) which in turn, is a subset of the International Ethics Standards Board for Accountants (IESBA) Code of Ethics for Professional  Accountant. The engagement should also be performed in accordance with both these standards.
1. [bookmark: _Toc20832903][bookmark: _Toc20832737][bookmark: _Toc20832571][bookmark: _Toc20832405][bookmark: _Toc20832239][bookmark: _Toc818400][bookmark: _Toc27401838]Scope
[To be adjusted by the Country Team/Principal Recipient in relation to the objective of the review and the potential red flags identified. The Global Fund guidelines on Financial Fraud Risk provides with the main fraud schemes the Global Fund face]

1. The audit will be performed at the Principal Recipient’s offices and could include the offices of all or some selected the sub-recipients:
· Principal Recipient should fill out and provide the Office of the Inspector General’s Anti-Fraud and Corruption Self-Assessment to the auditor for assessment and as part of the planning stage of the audit. The template can be found in the following link (http://www.ispeakoutnow.org/resources-en/) 
· In line with the objective, the audit will include a walkthrough at the Principal Recipient and selected sub-recipients to understand their fraud management procedures, identify the key controls particularly around (indicative list, not exhaustive):
· Management override of controls;
· Access rights management;
· Controls around journal entries;
· Conflict of interest management;
· Ethics and anti-corruption procedures.
· Assess the operating effectiveness of the identified controls per key process.
1. As part of the audit testing procedures, particular attention should be paid to the following areas [to be tailored based on the main activities in the grant]:
· Internal control: review the internal control fraud prevention mechanism in relation to five main categories for all the main processes of the Principal Recipient/sub-recipients:
· Proper authorization of transaction and activities 
· Segregation of duties
· Design and use of appropriate documents and records
· Adequate safeguards over access to and use of assets and records
· Independent checks on performance
· Fraud schemes: The auditor should assess the preventive and detective controls relative to the following schemes [to be updated by the Country Team/Principal Recipient accordingly]
· Fraud schemes in Payroll particularly on ghost employees/ consultants,
· Fraud schemes in Travel Related Cost specifically on mischaracterized expense reimbursement and overstated expense reimbursement
· False billing fraud
· Fraud schemes in procurement more specifically on kickbacks schemes, bribery, bid- rigging schemes and conflict of interest schemes
· Cash, assets and financial statements schemes
[Where tailored procedures have to be included, the Finance Specialist could consult the Global Fund Guidelines on Management of financial fraud risks to guide her/him]

1. [bookmark: _Hlk25734548]The Principal Recipient management must collaborate with the auditor and provide them with all the necessary information. The auditor must inform the Global Fund for immediate action in situations where a limitation in the auditor’s scope of work is noticed. This will consist of assessing whether the audit should continue or not and, should it continue, whether the audit scope and the timelines of reporting should be changed.  

1. [bookmark: _Toc20832904][bookmark: _Toc20832738][bookmark: _Toc20832572][bookmark: _Toc20832406][bookmark: _Toc20832240][bookmark: _Toc818401][bookmark: _Toc27401839]Audit Procedures
1. The auditor should review and understand the terms and conditions of the Grant Confirmation, detailed budget and Performance Framework approved by the Global Fund that applied at the time the activity was performed. 
1. The auditor should be familiar with Global Fund Budgeting Guidelines, PU/DR Guidelines, AFR guidelines, or any other guidelines the Global Fund indicates as necessary for the review. The auditor should have a good knowledge of the country’s law and regulations. 
1. The auditor should be familiar with resources and information available online for the Speak out Now campaign made by the Office of the Inspector General at the Global Fund. 
1. Where the Principal Recipient has outsourced part or all the processes to a third-party organization, the auditor is required to review the controls implemented by this organization. Organizations such as the Fiscal Agents, the Fiduciary Agents and so on, may be selected by the Global Fund or the Principal Recipients to mitigate some of the operational risks of the program[footnoteRef:2].  [2:  The Global Fund Guidelines on Financial Risk Management could provide further details on the definition and roles of such third-party agents. ] 


6. [bookmark: _Toc20832905][bookmark: _Toc20832739][bookmark: _Toc20832573][bookmark: _Toc20832407][bookmark: _Toc20832241][bookmark: _Toc818402][bookmark: _Toc27401840]Verification evidence
1. When performing the specific procedures listed in these terms of references, the auditor may use techniques such as inquiries with the Principal Recipient staff; inspections of relevant documents and assets, observation of implementation of the controls and reperform some of the processes.
[bookmark: _Toc20832906][bookmark: _Toc20832740][bookmark: _Toc20832574][bookmark: _Toc20832408][bookmark: _Toc20832242][bookmark: _Toc818403][bookmark: _Toc27401841]7.2.	Planning
[bookmark: _Toc20832907][bookmark: _Toc20832741][bookmark: _Toc20832575][bookmark: _Toc20832409][bookmark: _Toc20832243][bookmark: _Toc818404][bookmark: _Toc173087][bookmark: _Toc27401842]7.2.1.	Kick-off meeting with the Principal Recipient
1. The auditor will arrange for an opening meeting with the Principal Recipient and the Fiscal/Fiduciary agent if applicable, to discuss and agree on the approach, objectives, scope and expected timelines of the audit. 
1. During the preparatory and kick-off meetings, the auditor may request some information that he/she considers important for the preparation of the planning meeting. He/She may also contact the Principal Recipient directly to obtain such information. For all Focused countries, the attendance of the Local Fund Agent is mandatory. In High Impact and Core countries, the participation of the LFA would be based on Country Team request.
[bookmark: _Toc20832908][bookmark: _Toc20832742][bookmark: _Toc20832576][bookmark: _Toc20832410][bookmark: _Toc20832244][bookmark: _Toc818405][bookmark: _Toc27401843]7.2.2.	Audit planning
1. The auditor should plan the audit so that it is done effectively and efficiently. The auditor must ensure that appropriate attention is devoted to the main processes of the grant that must be determined in line with the grant budget and the initial risk assessment.
1. The auditor should have an audit plan documenting the audit approach and key principles of audit planning, fieldwork and reporting. The auditor should have an audit work program that details and document the audit tests and procedures. 
1. Before the start of the fieldwork and before the kick-off meeting, the auditor should provide to the Global Fund and the Principal Recipient, the audit plan for each grant including the scope of the review. Particular attention will be paid to the audit approach at Principal Recipient but also at the selected Sub-recipients.
[bookmark: _Toc20832909][bookmark: _Toc20832743][bookmark: _Toc20832577][bookmark: _Toc20832411][bookmark: _Toc20832245][bookmark: _Toc818406][bookmark: _Toc173089][bookmark: _Toc27401844]7.2.3.	Risk Assessment
1. The main risks to achieve the program objectives must be assessed by the auditor. The assessment should form the basis of the auditor’s approach and should be sufficient to design the audit procedures.  
1. Risk assessment is the identification and analysis of risks associated with the achievement of operations, financial reporting, and compliance goals and objectives. This, in turn, forms a basis for determining how those risks should be mitigated and managed during grant implementation[footnoteRef:3].  [3:  "Guide to Internal Controls - Finance.missouri.edu." <https://finance.missouri.edu/wp-content/uploads/guide-to-internal-controls.pdf>.] 

1. The Operational Risk Framework of the Global Fund uses the following sub-categories of financial risk to determine the overall financial risk assessment of individual grants: 
1. Inadequate Flow of Funds Arrangements 
1. Inadequate Internal Controls 
1. Financial Fraud, Corruption and theft 
1. Inadequate Accounting and Financial Reporting 
1. Limited Value for Money 
1. Inadequate Auditing Arrangements 
[bookmark: _Toc20832910][bookmark: _Toc20832744][bookmark: _Toc20832578][bookmark: _Toc20832412][bookmark: _Toc20832246][bookmark: _Toc818407][bookmark: _Toc27401845]7.2.4.	Complementary letter
1. The auditor may issue at a complementary letter if he/she considers that the Global Fund should be made aware facts and issues that are or may be urgent or of particular interest and importance to the Global Fund. 
1. For instance, this could be the case of any fraud or irregularity that has occurred or that is likely to occur. The Global Fund will decide on follow-up measures including where appropriate the launching of an investigation by its Office of Inspector General.
[bookmark: _Toc20832911][bookmark: _Toc20832745][bookmark: _Toc20832579][bookmark: _Toc20832413][bookmark: _Toc20832247][bookmark: _Toc818408][bookmark: _Toc27401846]7.2.5.	Debriefing Memorandum 
1. The auditor will draft a Debriefing Memo for the closing meeting which will provide the main findings for discussion. The Principal Recipient should send a copy of the memo or draft report to the Global Fund.
[bookmark: _Toc20832912][bookmark: _Toc20832746][bookmark: _Toc20832580][bookmark: _Toc20832414][bookmark: _Toc20832248][bookmark: _Toc818409][bookmark: _Toc27401847]7.2.6.	Closing Meeting
1. The auditor is expected to provide the conclusions of his/her work during a closing meeting with the Principal Recipient and the selected Sub-recipients when relevant. The Country Team representatives should attend the meeting. The purpose of this meeting is to discuss the Debriefing Memo and to obtain the confirmation and initial comments of the Principal Recipient (and the selected Sub-recipients) on the auditor's findings and recommendations. The auditor and the Principal Recipient should agree outstanding information to be provided by the Principal Recipient and where applicable a deadline for submission. 
1. The auditor can inform the Principal Recipient about the reporting procedures. Using his/her professional judgement and/ or the appropriate standards, the auditor will deal with the comments of the Principal Recipient and by the Global Fund Country Team representatives and take these into account for the audit report.

1. [bookmark: _Toc20832913][bookmark: _Toc20832747][bookmark: _Toc20832581][bookmark: _Toc20832415][bookmark: _Toc20832249][bookmark: _Toc818410][bookmark: _Toc27401848]Reporting
[bookmark: _Toc20832914][bookmark: _Toc20832748][bookmark: _Toc20832582][bookmark: _Toc20832416][bookmark: _Toc20832250][bookmark: _Toc27401849]8.1	Draft report
1. The Principal Recipient would provide comments on the auditor’s draft report  within ten calendar days from receipt of the draft report. The relevant Global Fund’s Country Team may also request to review the draft report. Following the review of the draft report, should the Global Fund request the auditor to carry out additional work, a new reporting deadline could be agreed. 
1. The auditor should submit an updated draft report which takes into account the comments to the Principal Recipient (and eventually the Global Fund) within five calendar days from receipt of the comments. The Principal Recipient would provide feedback to the auditor within five calendar days from receipt of the updated draft report.
1. If the Principal Recipient 's comments are not received within this deadline, the auditor reminds the Principal Recipient until a written reply from the Principal Recipient is received. In case of excessive delays from the Principal Recipient (more than ten calendar days), the auditor should contact the Global Fund to find out an appropriate solution.  
[bookmark: _Toc20832915][bookmark: _Toc20832749][bookmark: _Toc20832583][bookmark: _Toc20832417][bookmark: _Toc20832251][bookmark: _Toc27401850]8.2	Final report
1. Once the auditor receives the final comments from the Principal Recipients, the final report is expected to be issued within the next five calendar days.  
1. The auditor should submit three original hard copies to the PR [The Principal Recipient should agree the number of hard copies with the auditor] and one electronic copy of the final report to the Principal Recipient and to the Global Fund[footnoteRef:4]. In the cover note, the auditor should confirm that three original paper versions of the final audit report have been sent to the Principal Recipient.  [4:  When the Audi firm is directly selected by the PR and therefore has a direct contractual relationship with the PR, it is expected that this contract includes a clause requiring to the Auditor to send directly an electronic copy of the final audit report to the Global Fund.] 

1. In any case, the Principal Recipient should ensure the auditor sends directly to the Global Fund an electronic copy of the reports[footnoteRef:5] [5:  This is the responsibility of the auditor and should be mentioned in the contract between the Principal Recipient and the auditor.] 



1. [bookmark: _Toc20832916][bookmark: _Toc20832750][bookmark: _Toc20832584][bookmark: _Toc20832418][bookmark: _Toc20832252][bookmark: _Toc818413][bookmark: _Toc27401851]Requirements for the Auditor
[bookmark: _Toc20832917][bookmark: _Toc20832751][bookmark: _Toc20832585][bookmark: _Toc20832419][bookmark: _Toc20832253][bookmark: _Toc818414][bookmark: _Toc27401852]9.1	General Principles
1. To perform the audit, the audit firm must confirm its affiliation with a national accounting/auditing professional body. This professional body should:
· be a member of the International Federation of Accountants (IFAC)
· If not, the auditor should commit to undertake the engagement in accordance with the standards described above
[bookmark: _Toc20832918][bookmark: _Toc20832752][bookmark: _Toc20832586][bookmark: _Toc20832420][bookmark: _Toc20832254][bookmark: _Toc818415][bookmark: _Toc27401853]9.2.	Qualifications, Experience and Team Composition
[bookmark: _Toc20832919][bookmark: _Toc20832753][bookmark: _Toc20832587][bookmark: _Toc20832421][bookmark: _Toc20832255][bookmark: _Toc818416][bookmark: _Toc27401854]9.2.1.	Qualifications and Experience
1. The auditor will use staff with appropriate professional qualifications and suitable experience with IFAC standards, in particular the International Standard on Related Services (‘ISRS’) 4400 Engagements to perform Agreed-upon Procedures of entities comparable in size and complexity to the Entity. The following experience will be required:
· Knowledge and understanding of health-related programmes in general and demonstration of the understanding of the peculiarities of donors funded programmes;
· The team leader and at least one more hand-on staff should have a Certification in fraud management (e.g. CFE of the Association of Certified Fraud Examiners (ACFE));
· It is desirable that key staff (audit manager or partner) to have experience in the audit of Global Fund programmes;
· Knowledge the country’s law and regulations.

[bookmark: _Toc20832920][bookmark: _Toc20832754][bookmark: _Toc20832588][bookmark: _Toc20832422][bookmark: _Toc20832256][bookmark: _Toc818417][bookmark: _Toc27401855]9.2.2.	Team composition
1. The team composition will depend on the nature and complexity of the assignment. The composition remains the ultimate responsibility of the engagement partner who must ensure adequacy of the nature of the engagement with the qualifications, skills and competencies of the engagement team. The engagement team, their respective roles and responsibilities in the team as well as their experience in relevant sector/ engagements must be included by the auditor in the proposal.
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